The Secretary of Energy
Washington, DC 20585
July 14, 1999

MEMORANDUM TO: HEADS OF DEPARTMENTAL ELEMENTS AND
CONTRACTOR ORGANIZATIONS

FROM: BILL RICHARDSON /¢
SECRETARY OF ENERGY

SUBJECT: UNCLASSIFIED FOREIGN VISITS AND ASSIGNMENTS

Today, | approved the attached directives formally implementing changes to the DOE policy and
procedures for unclassified visits and assignments by foreign nationals to our facilities.

These changes incorporate recommendations included in Presidential Decision Directive 61 and
the recent Counterintelligence Implementation Plan, and are part of the ongoing reforms the
Department is making to our national security procedures. | have previoudy directed many of
these changes at our most sengitive facilities. These directives formalize the changes, provides
additional clarification, and extends their applicability to other facilities. Key changesinclude:

. Rescinding the previous directive (DOE 1240.2B) and all exemptions and waivers to that
directive.
. Establishing the authority of the Secretary of Energy as the single officia to grant

exemptions and waivers, and to approve visits and assignments by foreign nationals from
countries identified by the State Department as terrorist nations.

. Delegating approval authority and accountability for foreign visits and assignments to the
DOE or DOE contractor site managers.

. Requiring the involvement of local counterintelligence, security, and export control
officials in the approval process

. Clarifying information collection and reporting requirements.

Implementing these changes are important to the security reforms we are making and | expect
your immediate attention to these directives. Authority for exclusions or modifications to these
requirements is my responsibility, and attached to this memo is the list of those laboratories, that,
due to the nature of their activities, are currently exempt. Information and copies of the lists of
senditive countries and sengitive subjects referred to in the directives, are available from the
Nuclear Transfer and Supplier Policy Division, NN-43, Telephone (202) 586-2331, FAX (202)
586-1348.

| expect there to be additional changes and improvement to these directives. These changes will
result from current activities involving the establishment of the new Office of Security and
Emergency Operations and changes being made in the information reporting system to make it
fully support our reporting and tracking needs. | expect al affected officesto be fully involved in
developing these changes.



| do want to take this opportunity to clarify an important point. While U.S. nationa security isatop
priority, | am dso concerned that Asan Pacific Americans as agroup are finding their loyaty and
patriotism questioned in the wake of recent espionage alegations. This behavior is unacceptable and
will not be tolerated. These new requirements make it clear that “foreign nationas’ does not include

any U.S. citizen regardiess of their heritage.

Attachments



July 14, 1999
Attachment -- Ligt of DOE facilities exempt from the requirements of DOE N 142.1

The Secretary of Energy has determined that the requirements of DOE N 142.1 do not gpply to the
following facilities because these facilities do not perform classified work. However, the requirements
of DOE N 142.1 do apply to vidts and assgnments hosted by individuas holding security clearances at
these facilities.

Ames Laboratory

Fermi Nationd Accederator Facility

Lawrence Berkeley Nationa Laboratory

Nationa Renewable Energy Laboratory

Princeton Plasma Physics Laboratory

Stanford Linear Accderator Facility

Thomas Jefferson Nationa Accelerator Laboratory



U.S. Department of Energy NOTICE
Washington, D.C.

DOE N 142.1

Approved: 7-14-99

SUBJECT: UNCLASSIFIED FOREIGN VISITSAND ASSIGNMENTS

1 PURPOSE. To provide interim Department of Energy (DOE) requirements and respongbilities
for unclassfied vidits and assgnment by foreign nationds to DOE facilities for unclassified
activities. This Notice supplements DOE P 142.1 dated 7-14-99, which sets overdl
Departmenta policy on unclassfied foreign visits and assgnments. It is a complement to
exigting counterintelligence and security orders and palicies.

2. CANCELLATION. DOE 1240.2B, UNCLASSIFIED VISITSAND ASSIGNMENTS BY
FOREIGN NATIONALS, of 8-21-92; including al exemptions and waivers to that Order.

3. APPLICABILITY. ThisNotice appliesto al Departmenta Elements and contractor
organizations that receive unclassfied vists and assgnments of foreign nationals except those
facilities desgnated by the Secretary, and to dl DOE funded activities. This notice does not
goply to vidtsor activities that are open to the public. Exclusions or modificationsto the
requirements of this Notice must be approved by the Secretary of Energy or designee.

4. REQUIREMENTS.

a All unclassfied visits (30 days or less) and assgnments (more than 30 days) of foreign
nationas will be managed consistent with DOE and nationd security policy and
requirements.

b. All DOE organizations that sponsor unclassified foreign nationa vidts and assgnments
will maintain areporting and recordkesping system consstent with the requirements of
thisNotice. The reporting system will be an integra part of the gpprova process and
reporting information will be provided to DOE Headquarters to support the
Departmentd information needs. At aminimum, the following information on each
foreign vistor and assignees will be reported:

-- Biographical and persona information including date and place of birth and
permanent address, and place/nature of employment.

-- Passport, visa, and Immigration and Naturaization Service information.

-- Purpose for the vigit or assgnment including detailed information on the research to
be performed.

-- Actud dates, subjects, and areas to be visted and those areas actudly visited.

Digribution: Initiated By:
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-- Need for an export license.

-- Information related to required indices checks.

-- Information related to the appropriate security plan (generic or specific).
-- |dentity of the host of the vidt or assgnment

-- |dentity of the sponsoring organization of the vist or assgnment.

Additiond information will be required for dl vists or assgnments that require access to
asecurity area by aforeign national, access to a sengitive subject by aforeign nationd,
or access to any DOE facility or Ste by aforeign nationd from asendtive country. This
additiond information must clearly indicate the results of coordination with
counterintelligence, foreign intelligence, export control, and security organizations.
Counterintelligence organizations will maintain the responsibility for indices checks,
export control organizations will maintain responghbility for sengtive subject reviews and
trandfer authorization, and security organizations will ensure development of plansfor
the protection of security interests. The additiond information will be provided to DOE
Headquarters to support Departmental information needs.

Approvd authority, with the exception noted below, for dl unclassfied foreign vidts
and assgnments a DOE field and contractor Sites (including DOE laboratories) will be
delegated to the site manager/laboratory director. Approva authority for unclassified
vigts and assgnments at DOE Headquarters will be assigned to the Secretarid Officer
from the sponsoring organization. Approving officiaswill be accountable for all
goprova decisons and for implementing an approva process in conformance with this
Notice. Each DOE and DOE contractor organization must have an approva process
which includes gppropriate input from officias with respongibility for counterintelligence,
security, export control, and technology transfer. These processes must address
requirements for indices checks and security plans, if required, and will provide for
follow-up contact by facility counterintelligence officids. These processes will aso
assure (1), that instances of close and continuing contact (including email contact) with
foreign vistors and assignees from sengtive countries both on or off DOE Stes are
referred to the facility counterintelligence officias and (2), compliance with the Export
Control Guidelines established by the Office on Non-proliferation and Nationa
Security. All vists and assgnments by foreign nationas from countries on the list of
State sponsors of terrorism maintained by the Department of State are to be approved
by the Secretary.

Indices checks are required for dl vigts and assgnments of foreign nationas that are
citizens of, or are employed by a government or ingtitution of, a sengitive country, and
al vigts and assgnments of foreign nationds involving security areas or senstive
subjects. Indices checks will be completed by the Office of Counterintelligence.
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Indices checks will not be required for visitsto designated DOE officias by foreign
nationd diplomats and other foreign nationd senior government officids for the primary
purpose of high-level policy didogue. The Secretary will designate these DOE officids.

A minimum of 30 days advance natice will be required for indices checks on vistors
and assgnees asrequired in paragraph d. The results of indices checks will be used in
the review and gpprova process by the host organization.

Indices checks must be completed prior to the visit or assgnment. When
circumstances do not dlow for timely submission or completion of an indices check, the
gpproving officid must consult with the appropriate counterintelligence officid prior to
making an gpprova decison.

Security plans are required for dl unclassfied foreign vigts and assgnments to security
areas. Specific security planstailored for individud foreign visits or assgnments shall
be developed and approved by the site manager/laboratory director for dl visits or
assgnments that require access to a security area, access to a sendtive subject, or
access to any DOE facility or Ste by aforeign nationd from a sengtive country. When
access to a security areaor a senditive subject is not required, generic security plans
will be developed. Generic security plans shall ensure that security interests and
sengtive information and technologies are not placed at risk as aresult of hosting
foreign vigtors and assignees. Security plans shdl be reviewed by the cognizant DOE
Field or Headquarters security organization (depending on where the visitor or assignee
isgoing) and gpproved by the unclassfied foreign vists and assgnments gpprova
authority prior to the commencement of the vigit or assgnment.

The Office of Nonproliferation and Nationa Security will maintain and distribute a
current ligt of Sengtive Countries which will be updated annudly based on input from
the appropriate DOE organizations. Thislist may be supplemented by the Secretary of
Energy, to incdlude additiona countries posing Sgnificant national economic security
concerns. Approving officias are respongible for managing gpprovas according to the
current list.

The Office of Nonproliferation and Nationa Security will maintain and distribute a
current ligt of Sengtive Subjects. Thislist will be reviewed at least every six months
based on input from gppropriate DOE organizations. DOE facilities may gppend lists
of their own comprising proprietary information. These lists shdl be developed with
input from facility officids with responsbility for counterintelligence, export contral,
foreign intelligence, and nationd security; and are to be submitted to The Office of
Nonproliferation and Nationd Security and the Office of Counterintelligence.
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J- The Office of Foreign Vists and Assgnments Policy, in coordination with the Office of
Counterintelligence, will manage acentrd tracking system for visits and assgnmentsto
DOE facilities and establish required reporting formats.

k. Line management is responsible for implementation of the uncdlassified foreign visits and
assgnments process.  Program reviews shal be conducted periodicaly by the Office
of Foreign Vidgts and Assgnments Policy and the Office of Counterintelligence to assess
policy effectiveness and identify improvement areas. Independent oversight of the
overd| performance of the Foreign Vigts and Assgnments Program is the responsibility
of the Office of Independent Oversight and Performance Assurance

S. DEFINITIONS.

Assgnment. Presence, including employment, of an invited foreign nationd a a DOE facility for more
than 30 cdendar days. Assgnments are normdly for the purpose of participating in the work of the
facility, gaining experience, or contributing to projects.

Close and Continuing Contact. Close and continuing contact with aforeign nationd is defined asa
relationship that (a) involves bonds of affection and/or persond obligation, and/or (b) where the
employee and foreign nationd share private time together in a public or private setting where sengtive
professond and persond information is discussed or is the target of discusson. Thisincludes contact
regardless of location (on or off-gite), but does not include incidental contact. Questions concerning
thisterm and the required reporting obligations should be directed to the appropriate
counterinteligence officias.

Economic Security. Concerns protection of U.S. proprietary economic or trade secret information
from theft by any foreign power (see Economic Espionage Act of 1996).

Export Controlled Informetion (ECI). Certain unclassified Government information under DOE's
cognizance which requires a specific license or authorization for export under United States laws or
regulations and which unrestricted dissemination could reasonably be expected to adversdly affect
United States national security and nonproliferation objectives.
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Foreign National. For the purposes of this Notice, aforeign nationd is any person who isnot aU.S.
citizen, and includes permanent resident diens. Foreign nationds sponsored for vists or assgnments
may include, among others:

@ Officids or other persons employed by foreign governments or other foreign ingtitutions, who
may or may not be involved in cooperation under internationa agreements,

2 Foreign sudents a U.S. indtitutions,

3 Employees of DOE or other U.S. Government agencies or their contractors, of universities, of
companies (professond or service staff), or of other ingtitutions; and

4 Prospective employees of DOE or DOE contractors.

Host. A DOE or DOE contractor employee who is sponsoring a visitor or assignee as described in the
Notice. A vigtor or assignee cannot be ahost unless he or sheis an employee of DOE or a DOE
contractor. A sengtive country foreign nationa can not be ahost of another sensitive country foreign
nationa. The hogt isdirectly respongble for ensuring adherence to the requirements of this notice.

Indices Check. A procedure whereby arequest is made to appropriate U.S. Government agencies to
determine whether information exists on a particular foreign nationd.

International Agreement. An agreement between the United States or an entity thereof, and aforeign
country or an entity thereof, or an internationa organization or an entity thereof, to cooperate in an
endeavor of common interest. Included are agreements of specific types, such as umbrella agreements,
project agreements, implementing agreements, cooperative agreements, protocols, memoranda of
understanding, and contracts providing for cooperative endeavors.

Proprietary Information. Information which contains trade secrets or commercia or financia
information which is privileged or confidentid, and may only include such information which:

(@D} Has been held in confidence by its owner;

()] Is of atype which is customarily held in confidence by its owner;

3 Has not been transmitted by the transmitting party to other entities (including the receiving
party) except on the basisthat it be held in confidence; and

4) Is not otherwise available to the receiving party from another source without restriction on its
further dissemination.

Security Area. A specific physicaly bounded areg, individudly certified by the cognizant security
officer, which has been gpproved by the Department for generating, receiving, usng, processing,
gtoring, reproducing, transmitting, destroying, or handling specid nuclear materia or classified meatter.
A security facility temporarily sanitized to protect a security interest during avigt or assgnment
continues to be a security facility for the purposes of this Notice.
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Security Plan. A plan developed and implemented to protect DOE and DOE contractor assets and to
prevent the compromise of a DOE security interest or sensitive subject to aforeign visitor or assgnee.
All stes and facilities hosting unclassified foreign vigits and assgnments are responsible for developing
and gpproving a generic security plan that identifies generd redtrictions on access by dl foreign visitors
and assignees. Sites and fadilities hosting unclassified foreign vists and assgnments involving access to
asecurity facility, access to a sengitive subject, or access to any DOE facility or ste by aforeign
nationa from a sengtive country shdl develop a security plan specific to the individud vigt. The
specific security plan shal impose specific access restrictions and security countermeasures to ensure
effective protection of DOE assets. The security plan will be gpproved by the approval authority for
the unclassified foreign vist or assgnment. The effectiveness of the security plan will serve as acriticd
decison eement regarding gpprova actions. The security plan must provide sufficient detail to support
the gpprova authority in the decision making process.

Sendtive Country. A country to which particular consderation is given for policy reasons during the
DOE interna review and gpprova process of vists and assgnments by foreign nationds. Countries
may gppear on thislist for reasons of nationa security, nuclear nonpraliferation, regiond ingtability,
threat to nationa economic security, or terrorism support. For purposes of this Order, aforeign
nationa is consdered to be from a sengitive country if a citizen of, or employed by, a government or
indtitution of a sendtive country. Thelist of sengtive countries, derived from existing Government
sources, will be maintained by Office of Nonproliferation and Nationa Security.

Sendtive Subject. Unclassified subject/topics identified in existing Federa regulations governing export
control aswell as those identified by DOE as unique to its work, which involves information, activities,
and/or technologies that are relevant to nationa security. Disclosure of sengtive subjects has the
potentia for enhancing weapons of mass destruction cagpability, leading to wegpons of mass destruction
proliferation, divulging militarily critical technologies, or revedling other advanced technologies which
may adversdly affect U.S. nationa economic security. Therefore, they require specid management
oversght, epecidly prior to release to foreign nationds. Thelist of sengitive subjects will be maintained
by the Office of Nonproliferation and Nationd Security.

Technology. Also referred to as technica data, technica skills or know-how, or as scientific and
technica information. Technology is derived from basic or applied research, development, engineering,
technological demondration, economic and socid research, or scientific inquiry into phenomenaor
technology applications. It may exist as machinery or equipment; it may be recorded, spoken, or
represented in a medium for storage of communication, and may be contained in computer software
with scientific and technica applications.

U.S. Citizen A citizen of the United States, including naturdized citizens.
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Visit. Presence of aforeign nationa at a DOE facility for 30 calendar days or less. Visitswhich
total over 30 calendar daysin a period of 12 months are defined as assignments. Vidsits are
normally for the purpose of technical discussions, orientation, observation of projects or
equipment, training, contract service work, or discussion of collaboration on topics of mutual
interest without participation in the work of the facility, or for courtesy purposes. The term “visit”
includes officially-sponsored attendance at a DOE event off-site from a DOE facility, but does not
include on, or off-site events and activities open to the genera public. Off-site events, that do not
include participation by DOE or DOE contractor personnel that work in areas of nationa security
and nonproliferation, or have knowledge in subjects of interest to foreign national s that may
attempt to compromise national security may be exempted from the provisions of this notice by
the approving official from the host organization.

o8]

ILL RICHARDSON
Secretary of Energy
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